
The FFIEC statement focuses primarily on steps 
institutions should take to address cloud computing 
outsourcing of common service models including:

• Software as a Service (SaaS): Utilizes internet 
to provide applications, which are managed by 
the vendor. These services include Salesforce, 
Cloudflare, Duo, o365, Zoom and GoToMeeting.

• Platform as a Service (PaaS): Delivers 
frameworks for developers that can be used to 
create customized applications. These services 
include Force.com, Azure and AWS.

• Infrastructure as a Service (IaaS): Encompasses 
a full self-service cloud infrastructure for 
accessing and monitoring computers. These 
services include AWS and Windows Azure.

The guidelines state that a financial institution 
cannot assume operating in the cloud inherently 
ensures the appropriate security controls and 
oversight are in place, and that leveraging the 
expertise of a firm that can provide holistic 
monitoring of a financial institution’s cloud 
computing environment is critical to ensuring safety 
and soundness.

At DefenseStorm, we diligently follow and 
implement FFIEC guidelines to ensure we are doing 
what is best for our customers. Our cybersecurity 
and cybercompliance technology was designed as a 
comprehensive solution to help financial institutions 
adhere to FFIEC guidance, regardless of which 
cloud-based service model is deployed. 

Addressing Relevant Risk 
Management Practices

DefenseStorm and the 
New FFIEC Guidance
DefenseStorm has been working with financial 
institutions that have implemented cloud services 
for years, allowing us to build a core competency in 
satisfying the kind of guidance the FFIEC released. 
For those institutions that are interested in 
future deployment and security risk management 
principles, we can leverage that experience to 
ensure compliance. Our all-in-one solution unites 
cybersecurity detection, investigation and reporting 
with compliance; all in real time.

Built specifically to accommodate the evolving 
financial systems of today and tomorrow, we aim to 
be a real partner to credit unions that want to follow 
FFIEC guidance on security in a cloud computing 
environment by:

• Working with customers to align strategy, 
architecture, compliance and risk goals that suit 
the institutions specific needs;

• Helping to monitor and mitigate risks with a co-
managed platform that delivers cyber safety and 
soundness;

• Consolidating security data so customers can 
oversee entire security operations in real time;

• Connecting policy and regulations with cyber 
controls that have built in frameworks  
(FFIEC CAT/ACET) to maintain compliance 
standards; and

• Making reporting and proving compliance easy. 

DEFENSESTORM: 

Real Time Cyber 
Safety and 
Soundness

Cloud-based service solutions aren’t 
going anywhere. If anything, they 
are growing more prevalent. While 
remote work might have accelerated 
the adoption of cloud computing, it 
will soon be a well-established system 
across financial institutions. 

206-512-8691   |   info@defensestorm.com    |  For help creating and maintaining real time cyber safety and soundness, check us out at defensestorm.com.

How to Remain Secure in the 
Cloud and Adhere to the New 
FFIEC Guidance
Financial institutions are making changes to how they support internal users, infrastructure 
and members in response to the COVID-19 global pandemic and the rapidly evolving digital 
landscape. With the transition to a remote workforce, many have been leveraging cloud-
based services to safeguard customer information and maintain compliance. 

To address the proper use of these cloud computing services, the Federal Financial 
Institutions Examination Council (FFIEC) recently issued a statement that included a 
resource document helping financial institutions better understand and address the unique 
risks associated with outsourced cloud-based services. 

Because DefenseStorm is a cloud-based cybersecurity provider, we have outlined some 
best practices financial institutions can follow to effectively adhere to these guidelines and 
mitigate risks.


